



STAFF LAPTOP AGREEMENT 
In order to assist you in your work in raising standards in the school, your designated laptop may be taken home with you.  While the laptop is in your care the following should be noted:

1.
The laptop remains the property of ____________________School and is only for the use of the member of staff it is issued to.  I confirm that I will return the laptop when I terminate my employment with the School.

2.
The School maintains insurance for the standard risks including accidental damage and theft.  Staff should note that insurers will exclude claims for theft of property from an unattended vehicle unless it is locked and all keys of the vehicle removed to a place of safety, and the property is placed in the boot of the vehicle out of sight. 

3.
Only software licensed and installed by the school may be used.

4.
 Should any faults occur, the ICT Co-ordinator must be advised as soon as possible so that they may arrange any necessary repairs.  Under no circumstances should staff attempt to fix suspected hardware faults. 

5.
Any data charges incurred by staff accessing the Internet from home are not chargeable to the school.

6.
Government, LEA and school policies regarding appropriate use, data protection, computer misuse and health and safety must be adhered to by all users of the laptop.

7.
All staff should abide by the above agreement.  If not you will be responsible for any necessary replacement. 
8.
The information governance good practice guidance overleaf should be noted.

Laptop Make ________________________________  Model ___________________________

Serial Number ________________________________

Authorised by Headteacher __________________________________      
Date _____________

Received by

Member of Staff_______________________________________________________






Please print 
Signed _________________________________________________      
Date _____________

Information Governance Good Practice Guidance
There is a requirement under Principle 7 of the Data Protection Act 1998, which requires personal data to be kept safe and secure, ensuring that information cannot be accessed by unauthorised persons.  Employees should therefore take all reasonable steps to ensure security is maintained when transporting information between work and home or between work-bases. 

When there is a need to transport information held within documents, laptops, mobile devices etc, which are of a confidential nature i.e. personal to staff or pupils, or commercially sensitive, it is important to ensure precautions are taken to reduce the possibility of these being stolen.

Below are some helpful guidelines to keep in mind when handling personal information. 

	Do’s
	Don’ts

	If you have a laptop which holds personal data, make sure it is encrypted.
	Do not share your user ID or password with anyone.

	Ensure that your computer screen cannot be viewed by any unauthorised personnel.
	If you are required within the course of your duties to take personal data home (including laptops, videos, etc.), do not leave the information unattended for any length of time, especially in a vehicle overnight.

	Remember - at all times treat people’s personal information as you would wish your own to be treated.
	Do not send personal information by unsecured email as its security cannot be guaranteed. If it is necessary to send information in this way and you do not have access to secure email, make sure the personal information has been either password protected or de-personalised. Send the data as an attachment to the email and flag as confidential.

	Ensure that personal information or mobile devices are transported within secure bags, boxes, folders etc to reduce the risk of loss or damage.
	Avoid transporting complete files. Only take the relevant documents where possible.

	Manual records containing personal information should be locked away in a cabinet or drawer when not in use.
	Do not give out personal information over the telephone; invite the caller to put the request in writing. If the request is urgent take the callers name and switchboard telephone number and verify their details before responding.

	When documents containing personal information have reached the end of their life dispose of them by shredding or use the confidential waste bins.
	Do not advertise that you are or will be taking home or transporting items of a confidential nature.

	If sending an email to multiple recipients outside of the school, consider using blind copy facility so recipients can’t view other recipients’ email addresses (which, depending on the subject of the email, could constitute personal information)
	Do not discuss other people’s personal business in public areas where conversations can be overheard by people with no right to know the details of the information. 



	
	Do not send personal information by fax unless the information has been de-personalised or the fax machine is a ‘safe haven’ one (in a secure area, which is locked when unattended).
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